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Annotatsiya: Parametrli funksiyaning tamoyilli xossalari safida quyidagilarni
sanab o ‘tish mumkin. Xossa. Parametri R>/ bo ‘lgan har ganday parametrli funksiya
uchun, agar R bilan ps, p2 o zaro tub bo ‘lib, modul ngp, ngp: p2 bo ‘Isa, unda Eyler pi-
funksiyasi ¢(n) giymati mos tarzda p-1, (p1-1)(p2-1) larga teng va Eyler pi-funksiyasi
go ‘llanildi.

Kalit so‘zlar: Murakkab modul RSA Kkriptotizimi, shaxsiy kalit, parametr, diskret
lagorifm, dastlabki matn, shifr matn, shifrlash, deshifrlash, identifikatsiya,
autentifikatsiya.

Annomayusn: Cpedu OCHOBHLIX CBOUCME NAPAMEMPUUECKOU QYHKYUU MONCHO
Hazeamv credyouue. Ceolicmeo. [lna nmoboill napamempuyeckou @yHKyuu ¢
napamempom R>1, echiu R npocmoe ¢ pl, p2 u no modymo ngp, ngpl p2, mo nu-
Gyukyus Dinepa ¢(N) coomeemcmeenno pasua P- 1, pasna (p1-1)(p2 -1) u
ucnoawv308aacs nu-pynxyus Jinepa.

Knwuesvie cnosa: Komnnexcho-mooynovuas kpunmocucmema RSA, 3axkpvimolil
K04, napamemp, OUCKPEmHbI J102apum, OMKPbImMblll MeKcm, 3auupo8arHblil
mexcm, wugposanue, dewugposarnue, uoenmupuxkayus, aymenmupuxkayusi.

Abstract: Among the principle properties of a parameter function, the following
can be listed. Property. For any parametric function with parameter R>1, if R is prime
to p1, p2 and modulo ngp, ngpl p2, then the Euler pi-function ¢(n) is correspondingly
p- 1, equal to (p1-1)(p2-1) and the Euler pi-function was used.

Keywords: Complex modulus RSA cryptosystem, private key, parameter, discrete
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-Modul ngpip2 bo‘lib, agar R bilan fagat p, o‘zaro tub bo‘lsa, unda Eyler pi-
funksiyasi ¢(n) giymati pi( p2-1) ga teng;

-agar R bilan fagat p; o‘zaro tub bo‘lsa, unda Eyler pi-funksiyasi ¢(n) qiymati pa(
p:-1) ga teng.


https://t.me/openidea_uz
mailto:wolkswagen1991@gmail.com

Innovative Development in Educational Activities  ISSN: 2181-3523 VOLUME 3 | ISSUE 4 | 2024

Xossa. Rag* (mod n)=(1QRa)* -1 (mod n).

Xossa. Agar y =a¢*(modn), n —tub (p) yoki murakkab modul , n>a,x >/, Rq ¢(p)
yoki q bo‘lsa, unda daraja ko‘rsatkichi: xqyA* (mod R), bu yerda AgaQkn, ae {1, 2,...,
n-1}, k{0, 1, 2,..., n-1}, g>x.

Mazkur xossa asosida diskret logarifmlash va RSA kriptotizimida shaxsiy kalit x
ni topish masalalari asos A ni topishga keltiriladi.[4]

Xossa. Agar n — tub yoki murakkab modul, n>a,x >/, x <Rg2' bo‘lsa, unday =
a¢*(mod n) ga mos shunday Y qyQbn mavjudki, x =Y (modR), bu yerda b e {0, 1, 2,
..., R-1}.

Mazkur xossa asosida diskret logarifm va faktorlash masalalari b ni topishga
keltiriladi.[5]

Parametrli funksiyaning ayrim xossalari asosida o‘xshashi yo‘q quyidagi
shifrlarni tuzish mumkin. Xossa. Agar d, e ¢(p) bilan o‘zaro tub bo‘lib, ¢(p) moduli
bo‘yicha o‘zaro teskari juftlik bo‘lsa, unda (a ¢9)¢® =a (mod p), bu yerda a<{1,2,...,
n-1},¢ - parametr R bilan darajaga oshirish ramzi, R >aQ2;

Misol:

oshkora parametr (pql07, eq37,dg43)

1-tomon: kalit (Rq7), dastlabki matn ag4,

Shifrmatn (sh = 4¢3 (mod 107)g19),

2-tomon: kalit (Rq7),

dastlabki matn a =19¢3" (mod 107)g4.

Xossa. Agar R; #R, < n, dy, d;, va e, e; mos tarzda ¢(n) bilan ozaro tub bo‘lib,
o(n) moduli bo‘yicha o‘zaro teskari juftlik bo‘lsa, unda (a £ )¢¢%=sh (mod n), (sh
gge2)eel=3 (mod n), bu yerda a, sh € {1,2,..., n-1}, di, do, er,e2e {1,2,..., p(n) -1},

¢ - parametr Ry bilan darajaga oshirish ramzi, £¢ - parametr R bilan darajaga
oshirish ramzi, R; > aQ2%;, iq1,2.

Misol:

oshkora parametr (nql07, e; 967, e; 911, d 1919, d »,029).

1-tomon: kalit (R;g17, R.q37), dastlabki matn aq3, shifrmatn (sh = (a g9 )¢
(mod 107)q38),

2-tomon: kalit (R1q17, R2037), dastlabki matn a =(sh&¢*2 )¢t (mod 107)q3.

Xossa. Agar n e {p, pip2} —modul, n >a >, R>d>1, 1 <R<g¢(n), y =a¢“ (mod
n), yi=a%! (mod n), (ayy) bilan n o‘zaro tub, R> aQ2'®° bo‘Isa, unda R =(y - y1 — a)(
ay1)™ (mod n)—a =(y - y2)( 1QRy1)™ (mod n).

Misol:

oshkora parametr nql107.
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1-tomon: kalit (Rg51, d q23), dastlabki matn ag5, shifrmatn (y =ag® (mod n)g57,
y; =a¢ %! (mod n)q42);

2-tomon: gismkalit (Rg51), dastlabki matn a = (57 - 42)*(1Q51*42)* (mod n)g5.

Xossa. Ro‘yxatga olish Markazi (ROM)ning yagona RSA kriptotizimi analogidan
va simmetrik kalit sifatida parametrdan foydalangan holda har bir mushtariy uchun
himoyalangan axborot almashish kanali yaratish imkoniyati mavjudligi.

ROM bilan mushtariy orasida himoyalangan axborot almashish kanali yaratish
uchun ROMda ham, har bir mushtariyda ham alohida RSA tizimi mavjud bo‘lishi
lozim. Agar RSA tizimini loyihalash mushkulliklarini ehtiborga olinsa, yuqorida
keltirilgan xossaning ahamiyati ulkanligi ayon bo‘ladi.[6]

EECh tenglamasidan parametrli EECh (PEECh) tenglamasiga o ‘tish.

Xossa. Agar y¢? =x¢3QaxQB (mod p) va yo®> =x,*QaxoQb (mod p) lar o‘zaro
izomorf bo‘lsa, u holda B = (@Qb) R*(mod p), y = (»o-1) R (mod p) =(
x¢°QaxQB)¢ **(mod p), y - = -(yoQ1) R* (mod p) = - (YQ2R™) (mod p), y¢* = (y0°-1)
RY(mod p), x = (xo-1) R (mod p), x¢3 = (x*-1) R} (mod p).[7]

Parametrli EECh nugtasining chekli additiv gruppa elementiga mosligi.

Xossa. Agar y¢? =x¢3QaxQB (mod p) PEECh tagqgoslamasi bo‘lib, Yq(x,y)qd*¢'G
nugta shu taggoslamani ganoatlantirsa, u holda PEECh nugqtasi x-, y- koordinatalariga
chekli q tartibli additiv gruppa (GF(p),; "Q ) ning elementlari xq d*g: (mod q), y q d*
g2 (mod q) o‘zaro mos keladi, bu yerda “*¢"” - parametrli ko‘paytirish, ”Q” - qo‘shish,
¥ - ko‘paytirish amallari ramzlari, Gq( g1, 92).

PEECh nugtasining chekli g tartibli additiv gruppa elementiga mosligi
xossasidan foydalanish EEChlarda diskret logarifmlash masalasini chekli additiv
gruppaning bazis elementini topish asosida hal etishga yo‘l ochadi.[6]

Parametrli algebra amallari  xususiyatlari mavjud  murakkabliklarni
kompozitsiyalari negizida takomillashgan yangi nosimmetrik algoritmlar yaratish
imkoniyatlarini beradi.

Xulosa: O¢‘zbekiston davlat standartlarini ishlab chigishga asos bo‘lgan
parametrli funksiya amallari keltirilgan. Parametrli algebraik strukturalar va ularning
yangi algoritmlarni ishlab chigishdagi o‘rni o‘rganildi.

1. Parametrli funksiyaning ayrim xossalari tadqiq etildi. Parametrli
funksiyalarning chekli gruppa va halgada diskret darajaga oshirish funksiyasi
xossalariga o‘xshash xossalari tahlil etildi.

2. Parametrli algebra asosida yaratilgan nosimmetrik shifrlash algoritmining
tahlili keltirildi. Parametrli algebra amallari xususiyatlari mavjud murakkabliklarni
kompozitsiyalari negizida takomillashgan yangi nosimmetrik algoritmlar yaratish
imkoniyatlarini berishi yoritildi.
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