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Annotatsiya. Ushbu maqolada trafikni filtirlash orgali veb hujumlarning oldini
olish arhitekturasi ishlab chigilgan va tasniflangan. WFT larni ishlash mexanizimlari
va uning imkoniyatlari tavsifi keltirilgan. Taklif gilinyotgan WFT arxitekturasi ganday
xizmatlarni bajarishi va natija bo ‘yicha ganday garorlar gabul gilishi ko ‘rsatilgan.

Tadgiqgot natijalariga ko ‘ra trafik harakatini kuzatuvchi va zaifliklar bo ‘yicha
ganday choralar ko ‘rishni hal giladigan WFT xavfsizlik devorlarini belgilangan.
Sakkizta asosiy blokdan iborat so ‘rovni gayta ishlash arxitekturasi taklif etilgan va har
bir bloklarning tarkibiy gismlari keltirilgan.

Ushbu magola tadgigotchilar va kiberxavfsizlik mutaxassislari uchun zamonaviy
veb hujumlarni oldini olishni amalga oshirishda foydali bo ‘lishi mumkin.

Kalit so‘zlar: Veb hujumlar, WTF, zararli traffik, veb traffik, veb server, WAF,
XSS, SQL inektsiya, dekoder, veb filter, IP filterlash.
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Annomayun. B osmoii cmamve paspabomana U Kiaccupuyuposana
apxumekmypa 011 npeooOmepaujeHuss 8eb-amaxk nymem @uibmpayuu mpaguxa.
Ilpeocmasneno onucanue mexanuszmos pabomvr WFT u eco eo3modichocmeii.
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IIlpeonacaemasn apxumexmypa WFT nokasvigaem kaxue yciyeu 6biNOJIHEHbl U KAKUe
peulenus NPUHAmMbL Ha OCHO8e Pe3)ibIamos.

Ilo pe3ynomamam uccredosanus onpedenenvl medxccemesgvie 3kparvl WFT,
KOmMopble OMCIeHCUsaom mpagux u peuarom, KkaKue 0etucmaus npeonpuHUMams Hao
yazeumocmamu. Ilpeonosxcena apxumexmypa oopabomxu 3anpocos, coCmoauas u3
B0COMU OCHOBHBIX OJIOK08, U NEPEeHUCTeHbL KOMNOHEHMbL KAXHCO020 ONI0KA.

Oma cmamvsi Modcem OblMb NOAE3HA UCCLEO08AMENAM U CNEYUATUCAM NO
Kubepbezonacnocmu npu npedomsepaujeHuu CO8PEMeHHbIX 8e0-amax.

Knioueevie cnosa: Bev-amaku, WTF, epedorocusiii mpaguk, eéeb-mpagux, eo-
cepsep, WAF, XSS, SQL-unvexyus, oexooep, sedo-cpunomp, 1P-gpurvmpayus.
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Annotation.

In this article, an architecture is developed and classified to prevent web attacks
by filtering traffic. A description of the mechanisms of WFT operation and its
capabilities is presented. The proposed WFT architecture shows what services are
performed and what decisions are made based on the results.

Based on the results of the study, WFT firewalls were identified that monitor
traffic and decide what actions to take on vulnerabilities. A request processing
architecture is proposed, consisting of eight main blocks, and the components of each
block are listed.

This article may be useful to researchers and cybersecurity professionals in
preventing modern web attacks.

Keywords: Web attacks, WTF, malicious traffic, web traffic, web server, WAF,
XSS, SQL-injection, decoder, web-filter, IP-filtering.

Introduction

One of the common challenges in various computer science disciplines is
protecting computers and networks from intrusion, theft and interference. The
Importance of security increases as the number of Internet users increases. Web traffic
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filtering (WFT) acts as a barrier between a web application and a client on the Internet
when it is deployed in front of the web application. WFT is a type of reverse proxy that
protects the web server from being exposed to the client by detecting anomalous traffic,
while the proxy server acts as an intermediary to protect the identity of the client
computer [1].

WEFT is governed by a set of rules known as policies and a pre-trained module to
predict new incoming requests. By filtering malicious messages, these policies try to
protect applications from vulnerabilities. The usefulness of WFT is partly determined
by the speed and ease with which policy modifications can be deployed, allowing for
faster response to different attack vectors. Figure 1 shows the structure of the WFT[2].

Normal traffic { : > ’

Remote server

Suspicious traffic
Figure 1. Structure of Web traffic filtering.

Many attempts have been made to create various security solutions such as
intrusion detection systems ( IDS ) and firewalls. In most of these cases , network layer
firewalls and IDSs do not inspect HTTP and HTTPS packets at the application layer.
As a result, they cannot fully protect web servers. Web applications, especially in the
cloud, are one of the most attractive targets for attackers seeking to infiltrate an
organization’s information infrastructure. Internal data leaks, financial losses, and
website manipulation can result from an organization’s failure to implement web
security[3].

The WFT mechanism consists of two modules:

- configuration module;

- packet analysis module.

When packets are received from the Internet, the rule files filter them from the
configuration module and pass the traffic to the packet sniffing module. The packet
sniffer module analyzes packets and extracts characteristics from them. Using pre-
trained data, it checks and identifies the nature/nature of this packet. Therefore, only
parsed and allowed packets pass through the packet sniffing module to the web
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application server. WFT can be deployed as hardware devices in virtual appliances or
as software running on the same web server as the web application or via the cloud. It
works using a specific set of rules called policies. In each of these deployment models,
WEFT is always placed in front of the web application, intercepting all traffic between
the application and the Internet. Thus, these policies define WFT firewalls that monitor
traffic behavior and decide what action to take on vulnerabilities. WFT will continue
to scan web applications and receive GET and POST requests to detect and filter
HTTP/ HTTPS requests with malicious activity. In addition, the intelligent WFT can
even ask if the participant is a human or a bot. When vulnerabilities are found in an
application, WFT immediately patches them to automatically block intruders and
intruders, such as bots and attacked IP addresses[4]. The most effective and efficient
solutions provide the following W FT capabilities:

1. Input protection provides a comprehensive application filter that accepts
only valid user input.

2. HTTPS Inspection detects HTTP/ HTTPS vulnerabilities and prevents
attacks by configuring inspection rules.

3. Policies designed for widely used applications are customized according
to specific requirements and needs. Thus, it protects applications from vulnerabilities
and also provides real-time traffic information.

4. Data Leak Prevention provides alerts and prevents any unusual traffic or
data leakage by identifying, filtering and protecting personal data.
5. Automatic Attack Blocking provides automation to block attacks by

preventing malicious traffic from entering the network[5].

Web application security is essential to protect information, customers, and
organizations from information theft, trade interference, or other destructive activities
associated with cybercrime[6]. Approaches to web application security and protection
seek to ensure application security through measures such as WAF, multi-factor
validation for clients, leveraged security, and threat approval to preserve client state.
Every website on the Internet is vulnerable to cyber attacks[7]. The dangers range from
human error to sophisticated cyberattacks carried out by an organized group of
criminals[8].

The main types of known web attacks are shown in Figure 2.
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Figure 2. Main Types of Known Web Attacks
XSS and SQL injections are among the most popular web attacks.

Web traffic filtering architecture to protect against web attacks

The WFT architecture we propose runs as an operating system service that acts as
an intermediary between the web server and clients. This service receives the request,
parses it, extracts features, classifies them, and makes decisions based on the result of
the classification [9].

Request Processing Architecture

The proposed request processing architecture consists of the following eight main
blocks:
Study block;
Parsing block;
Threat Detection Block;
Audit block;
configuration block;
Interactive block;
Unit of classification;
: Decision Block.
Study block

©NOo Ok wDNRE
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After running WFT, the dataset name and classification algorithm will be
retrieved from the databases for model training, WFT is now ready to accept queries.
Popular classification algorithms are used here, any algorithm can be added by
Inserting its name into the database [10].

Parser block

With the WFT enabled and the training model enabled, the WAF is now ready to
accept requests. When an HTTP/ HTTPS request arrives at WFT, the parser breaks the
request into feature extractions. The parser creates the final feature vector and passes
this vector to the classifier [11].

Threat detection block

The threat detection block consists of three modules. Web requests are sent to the
data filtering module. Figure 3 shows a diagram of the threat detection block.

Threat detection block

l

Data filtering Threat detection Threat Processing
module module Module

Figure 3. Diagram of the threat detection block.
The data filtering module filters web requests with IP filter, SQL injection filter,
XSS filter, ID filter, File upload filter, Dictionary attack filter. Figure 4 shows the
components of the data filtering module [12].

Data filtering
module

IP filtering XSS filtering SQfL”;g':fﬁgon

Figure 4. Components of data filtering modules.

The threat detection module consists of two elements:

Decoder: The captured data is in raw form and must be decoded to a standard
format. The decoded data set consists of various features and parameters, so for training
the module, it is necessary to select the appropriate parameters/features. The DDoS
detection features were selected based on the analysis of the standard data set and the
correlation analysis in the captured data. For SQL injection and XSS detection, a
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standard set of data is analyzed to compare normal and attacked traffic, and appropriate
parameters are selected [13].

Numbering: GET and POST request methods are encoded as 1 and 2 respectively.
Similarly, flag values in text forms will be converted to 1 and 0 respectively. Figure 5
shows the elements of the threat detection module.

y y

Decoder Threat detection module Numbering

Figure 5. Elements of the Threat Detection Module.

The threat processing module evaluates the threat level of the detected threat,
compares the score value and the set threshold according to the result, to block the
request, release request, or registration request. In Figure 6 represents the threat level
of the detected threat. The Threat Engine can be configured to set a threat threshold for
registering and denying a web request.

Threat
Management

Module

The threat level of the
identified threat

Figure 6. Threat level of detected threat.
Audit block

The audit block not only provides a framework for auditing security events, but
can also help administrators analyze system security risks. The audit system logs
contain detailed information about web requests, such as: request URL, port number,
request IP address, time, date, and description of the exception. The audit subsystem
contains the database log and mail notification. The database log records all
information about a web request whose threat level exceeds the log threshold. It can
clearly reflect the security status of web application access through charts and data.
The email notification system provides instant notification when a web application is
under attack. Figure 7 shows the security audit block.

Audit block

Database log

Email notification

Figure 7. Security Audit Block.
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Configuration block

The administrator can configure the firewall in the configuration subsystem.
Regular users can only view configuration information. The filter module can be
configured to set the filtering order of the filter, set the blacklist of IP addresses, and
enable and disable various filters. The database log can be configured to enable or
disable the log function and the email notification function. The self-management
module can reset the firewall. If the configuration information is changed, the firewall
must be reinitialized to read the new configuration information. Figure 8 shows the
configuration block.

Configuration
block

v A 4

Self-management
module

Filter module

Figure 8. Configuration block.

interactive block

The interactive block is mainly used to interact with the firewall. The block
includes two functions: log viewing and account management. Once authenticated, the
administrator can view firewall logs, reconfigure the firewall, change administrator
account information, add users, and change user information and browsing
permissions. Regular users can view the firewall log and change account information.
In addition to functional integrity and ease of use, the interactive block uses a large
number of charts and statistical tables that present the firewall log to the user as a web
page to improve the user experience. Figure 9 shows the functions of the interactive
block.

Interactive block

_ 2

Figure 9. Interactive Block Functions.
Classification unit block
The classification unit block receives the final vector from the parser and
classifies the request depending on it. The classification block sends the classification
results to the decision block.
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Decision group block

This block receives the classification results from the classification module and
redirects the request to the web server if the request is normal and discards the request
if it is abnormal.

And so, in Figure 10, the architecture of web-filtering traffic from web - attacks
IS proposed.
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Figure 10. Architecture of web-filtering traffic from web-attacks
The proposed traffic web filtering architecture makes it possible to protect web
resources from malicious bots and suspicious traffic, and allows minimizing and
preventing existing and new web attacks based on multifactorial traffic analysis.
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Conclusion

Every website on the Internet is always vulnerable to cyber attacks to some
degree. Threats range from human error to sophisticated cyber attacks by organized
crime groups. Web Traffic Filtering (WFT) acts as a barrier between the web
application and the client on the Internet when the web application is deployed. WFT
is driven by a set of rules known as a pre-trained module and policies to predict new
incoming requests. By filtering out malicious messages, these policies try to protect
applications from vulnerabilities.

In the article, an architecture for detecting and eliminating attacks directed at web
applications was developed, and its components, organization, and advantages were
presented. This study can be useful for organizations’ cyber security response
professionals and network administrators in configuring the security of information
communication systems.
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